BEFORE YOU BEGIN...

U Once enabled on your UCD account, any time you try to access a service that uses
Single Sign On (SSO), the Device Health Application (DHA) must be present on the
computer.

O This applies to any computer, work or personal, you use to access UCD SSO services

U At present, the DHA only reports and offers advice on security requirements. It will
not prevent you accessing UCD services even if your device does not meet the
minimum-security requirements.

INSTALLATION PROCESS

You will receive an email from IT Services indicating that Device Trust has been applied to
your UCD account on a certain date and time. The first time you login to an SSO service

after the specified date, you will be prompted to install the Device Health Application onto
your computer.

To begin, visit a UCD service that uses
SSO for sign in. Enter your UCD Connect
Opening the Duo Device Health
application... account username and password as
normal and proceed to the MFA screen.
Device Trust will check if the Device

J

If you are not prompted by your browser to com p Ute Il

Health Application is present on your

open the application, click here.
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https://hub.ucd.ie/usis/!W_HU_MENU.P_PUBLISH?p_tag=GD-DOCLAND&ID=232
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= Settings

Action Required

Please install the Duo Device Health application
(required by your organization), then try logging in
again.

Download now

Already have the app installed? Launch the app
Frequently asked questions
Download for other platforms

= Settings

What do | do now?

@ Install the Duo Device Health application
from your downloads folder.

@ After installation, click to continue logging
in.

Need help?

FErequently asked questions

’ v
DuoDeviceHealth
-4.0.0.0.pkg

[ X & Install Duo Device Health

Welcome to the Duo Device Health Installer

Destination Select How will Device Health affect this device?

«  Itwill only need to be installed once

« It will open automatically

Installation « It will not slow your system or other apps down
«  lttakes up very little space

Installation Type

Summary
What won't Device Health do?
*  Itwill never erase data
+  ltwill never access personal files
+  Itwill never change your settings

Go Back

The Duo Device Health application is required by your organization to
@ Introduction verify that this device's security seftings meet their requirements.

Continue
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As the Device Health Application is not
installed, you will be prompted to
download it by clicking the Download
now button and to Allow the download.

Instructions on screen advise you to

Install the Duo Device Health Application
and once complete, return to this screen
to continue logging into the UCD service.

In your Downloads folder, double click
the DuoDeviceHealth.pkg file to open the
installer.

Information regarding what the DHA will
and will not do is displayed. Click
Continue. On the next screen click Install.
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Installer security
i You are making changes to the System
Installer is trying to install new software. Certificate Trust Settings.

Touch ID or enter your password to
allow this.

Touch ID or enter your password to
allow this.

"Duo Device Health” Notifications
Notifications may include alerts, ©

and icon badges. Options v

Background Items Added

"Duo Device Health" added items that can
run in the background. You can manage
this in Login Items Settings.

Background Items Added

Software from "Duo Security LLC" added
items that can run in the background. You
can manage this in Login Items Settings.

‘& Install Duo Device Health

®

The installation was successful.

The software was installed.

The i ion was

@ Introduction

© Destination Select
© Installation Type
@ Installation

® Summary
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Several notification screens will appear.

Enter your computer password when
prompted.

Notifications may appear on the right
side of your screen informing you of
changes to your system. These can be
dismissed.

Once the installation is complete, click
the Close and Move to Bin buttons.
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= Home

D Your System
Andrew's MacBook Air

® © o
@ o &

o 2

macOS is up to date

System password is set

FileVault is enabled

Firewall is enabled

Login secured by =‘I=

HOW DEVICE

TRUST WORKS

I Staff Applications

™M

Gmail for Staff (@ucd.ie) Brightspace

2 “? UCD Connect Sign On

Use your UCD Connect username and password to log
into UCD Google Apps for Staff

Google

UCD Ceonnect Username

|

Password

|

[[] Reset my Permissions for this Application, Wnatisthis?

More Information
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LOGIN

A new icon will appear in the Menu Bar at
the top of the screen. Clicking on this
performs a system health check and
compares it to the security requirements
set out in the Device Protection Policy.

Device Trust works invisibly in the
background as part of the MFA process
when you access a UCD service that uses
Single Sign On.

Log in with your UCD Connect username
and password as normal.
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3 Authentication with Duo is
required for the requested
service.

Settings

Device:

Android v

Send Me a Push

Enter a Passcode

CONTACT US

For further assistance, or if you have any queries:

You may now see an animated circle on
the Duo MFA screen. This will only appear
for a very brief moment while Device
Trust communicates with the Device
Health Application installed on your
computer. You can then complete the
MFA process as normal.

O Contact the UCD IT Helpdesk at 01 716 2700 or www.ucd.ie/ithelp
O Visit our website: www.ucd.ie/itservices/devicehealth
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http://www.ucd.ie/ithelp
http://www.ucd.ie/itservices/device
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www.ucd.ie/itservices/devicehealth
www.ucd.ie/ithelp

